E 6343 



1/13 



FIG. 1 



START 



.101 



RESET INTERNAL STATE 



INPUT KEY INFORMATION, 
DIVERSIFICATION PARAMETER KEY 
INFORMATION, AND THE NUMBER OF 
TIMES OF OUTPUTTING 



GENERATE INITIAL STATE 



105 




YES 



OUTPUT PARTIAL RANDOM 
NUMBER SEQUENCE 



UPDATE BUFFER AND STATE 
I 

N=N-1 



.102 



.103 



.104 



.106 



.107 



-K.108 



109 



END 



2/13 



FIG. 2 



211 

jL 



RESET 
INPUT 



CLOCK 
INPUT 



210 



213- 



INPUT 



7~ 

212 



200 PSEUDORANDOM NUMBER 
GENERATING APPARATUS 



A 



Ob 
GC=> 
HO 
2CC 
On 

o u 



7" 



214 



201 



STATE 



203 
215 ^ 
S A STATE TRANSFQR- 
r ^ MATI0N SECTION 



7 



207 
SWITCH 



204 

BUFFER TRANSFOR- 
MATI0N SECTION 



202 



BUFFER 



206 

■ OUTPUT 



3/13 

FIG. 3 




FIG. 4 




4/13 




5/13 



FIG. 6 



PARTIAL STATE VALUE OR 
ITS OPERATION RESULT 
VALUE "b" 




AND Oxf Of Of Of 0 i-»»0 
£^*~~ |AND OxOfOfOfOf 

=F= 

OUTPUT 



6/13 

FIG. 7 



903 

1001 
902 
1002 



DATA 



KEY 
INFORMATION 



DIVERSIFICATION 
PARAMETER 



STORAGE 
DEVICE 



DECRYPTION 
APPARATUS 



-904 



.1006 



-901 
DATA 

TRANSMITTER 



NETWORK 
INTERFACE DEVICE 



906 




NETWORK 



1001- 
1002- 
910' 



KEY 
INFORMATION 



DIVERSIFICATION 
PARAMETER 



STORAGE 
DEVICE 



912- 



REPRODUCTION 
DEVICE 



-905 



NETWORK 
INTERFACE DEVICE 







DECRYPTION 
APPARATUS 



-908 



-904 



-907 
DATA 
RECEIVER 



1001 



7/13 

FIG. 8 



KEY 
INFORMATION 



DIVERSIFICATION 
PARAMETER 



1002 



1003 



INPUT DATA 



PSEUDORANDOM 
NUMBER GENERATING 
APPARATUS 



PSEUDORANDOM 
NUMBER 



.200 



.1005 1004 



OUTPUT DATA 



904 DECRYPTION 
APPARATUS 



FIG. 9 




8/13 



FIG. 10 



INPUT "a" 
FROM 
BUFFER 



1001 . 



1002. 



PARTIAL STATE VALUE OR 
ITS OPERATION RESULT 
VALUE "b" 



Pi 



Ti 



401 



e 



LINEAR TRANSFORMATION 
(MAXIMUM SEPARATION 
DISTANCE CODE MATRIX) 



LINEAR T 



RANSFORMATDN 




(MAXIMUM SEPARATION 
DISTANCE CODE MATRIX) 



X 7 X Q 



OUTPUT 



9/13 



FIG. 11 



CURRENT BUFFER 
STATUS 



B 0 b 1 b 2 b 3 b 4 b 5 b 6 b 7 b 8 



^202 



B 10 B 11 B 12 B 13 B 14 B 15 B 16 B 17 




Y 0 Y 1 Y 2 Y 3 Y 4 Y 5 Y 6 Y 7 Y 8 



Y 10 Y 11 Y 12 Y 13 Y 14 Y 15 Y 16 Y 17 



OUTPUT OF 
"SWITCH 207 



^204 



NEXT BUFFER U^ 2 02 
STATUS 



10/13 



FIG. 12 



210 



211 

jL 



RESET 
INPUT 



CLOCK 
INPUT 



INPUT 
(DIVERSIFICATION 
PARAMETER) 



~7~ 

1202 



213 



INPUT (KEY 
INFORMATION) 



~7~ 

1201 



214 



Ob 
CCD 
HO 

On 



1200 PSEUDORANDOM NUMBER 
GENERATING APPARATUS 



jL 



KEY TRANS- 
FORMATION 
SECTION 



1203 



201 



STATE 



1204 SWITCH 



STATE 
TRANSFORMATDN 
SECTION 



206 

7 

- OUTPUT 



203 



204 



BUFFER 
TRANSFORMATION 
SECTION 



207 
SWITCH 



202 



BUFFER 



11/13 



FIG. 13 



CURRENT BUFFER 
STATUS 



B 0 B 1 B 2 B 3 B 4 B 5 B 6 B 7 B 8 



-202 



B 9 B 1Q B 11 B 12 B 13 B 14 B 15 




Y 0 Y 1 Y 2 Y 3 Y 4 Y 5 Y 6 Y 7 Y 8 



Y 9 Y 10 Y 11 Y 12 Y 13 Y 14 Y 15 



OUTPUT OF 
"SWITCH 207 



-204 



NEXT BUFFER L~ on? 
STATUS 



12/13 



FIG. 14 



210 



211 

A. 



RESET 
INPUT 



1503 



CLOCK 
INPUT 



INPUT 
(DIVERSIFICATION 
PARAMETER) 



INPUT (KEY 
INFORMATION) 



~7~ 

1502 



213^1— J 



1504 



41 



Ob 
trz> 

HO 
On 

o u 



7 

214 



1400 PSEUDORANDOM NUMBER 
GENERATING APPARATUS 



201 



STATE 



1204 SWITCH 



1501 
SWITCH 



STATE 
TRANSFORMATION 
SECTION 

203 



204 

a. 



BUFFER 
TRANSFORMATION 
SECTION 



207 
SWITCH 



202 



BUFFER 



206 



OUTPUT 



13/13 



FIG. 15 



(^CTEP102^) 



GENERATE STATE INFORMATION 
FROM KEY 



-1601 



CREATE BUFFER INFORMATION 
FROM STATE INFORMATION 



REWRITE STATE INFORMATION ON 
THE BASIS OF CURRENT STATE 
INFORMATION AND DIVERSIFICATION 
PARAMETER INFORMATION 



-1602 



-1603 



UPDATE BUFFER AND STATE 16 TIMES 



-1604 



(^STEP 105^) 



